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SYSTEM SECURITY ENGINEERING




SYSTEM ENGINEERING

Systems engineering is a methodical approach to the
specification, design, creation, and operation of a function.

System engineering is a robust approach to the design,
creation, and operation of systems. In simple terms, the
approach consists of identification and quantification of
system goals, creation of alternative system design
concepts, performance of design trades, selection and
Implementation of the best design, verification that the
design is properly built and integrated, and post-
Implementation assessment of how well the system meets
(or met) the goals. — NASA Systems Engineering
Handbook, 1995.


http://en.wikipedia.org/wiki/NASA

SYSTEM ENGINEERING

"The Art and Science of creating effective systems, using
whole system, whole life principles” OR "The Art and
Science of creating optimal solution systems to complex
Issues and problems — Derek Hitchins, Prof. of Systems
Engineering, former president of INCOSE (UK), 2007.




SYSTEM ENGINEERING PROCESS

Process Input
. Customer Neads/Objectives/Reguirements
- Missions
- Measures of Effectiveness
- Enviranments
- Constraints
Technology Base
DOutput Requirements from Prior Development Effort(s)
Program Decision Reguirements
Requirements Applied Through Specifications and Standards

Requirements Analysis

Analyze Objectives, Goals and Envircnmental Context
Identify Functional and Performance Requirements
Define/Refine Design Constraint Requirements
Decompose all Requirements into atomic statements of
capabiliies and how each can/will be verified in design

System Analysis and Control

Trade-O4f Studies
Effective Analyses
Vulnerability, Threat, Risk Analysas

Canfiguration Management
Interface Management
Data managerment
Performance Measurement

Tachnical Reviews

A

Requirements Loop

Functional Analysis/Allocation

- Identify major functional groups

+  Decompose to Lower-level Functions

«  Allocate Atomic Requirements to All Functional
Levels and Units

- Defina/Refine Functional Interfaces (bath Intemal

and External)

Define/Refine/lntegrate Functional Architecture

Verification |,
Loop

Design Loop

Synthesis
=  Transform Architectures (Functional to Physical)
T 0 =  Define Allemative System Concapts, Configuration
Verification Items and System Elements

Loop - Salect Preferred Product and Process Sclutions

- Define/Refine Physical Interfaces (Both Intemal
and External)

Related Terms:
Customer = Organizations responsible for Primary Functions

Primary Functions = Development, Production/Construction/Procurement,

Process Output
Verification, Deployment, Operations, Support, rocess Output

Training, Disposal

Systems Elements = Hardware, Software, Personnel,

Material, Services, Techniques

Facilities, Data,

{Development Level Dependant)

. Decision Database

- System' Configuration ltem Architecture
- Specifications and Baselines



SIMILAR SYSTEM ENGINEERING

PROCESS

Customer
Neads

The SIMILAR Process
State the | Investigate | | Modelthe | | Develop | Launchthe | | Assess
Problam '| Alletnatives | || System | Integrate | System | Perfarmance
i A [} A T A
Fa-avaluata Re-avaluate Re-avaluate Ra-avaluata Re-avaluate Rie-avaluata
T T T T )]




SYSTEM DEVELOPMENT ARCHITECTURE PART 1

Select
» Hardware -
Develop Perform high
i Define Allocate | System logic |—=| Level Definition |———m
Define system detailed reguirements flows of Data
s | reguirements | to SW, HW, |
System I requirements for each Human=
Architecturs o f:r::::nal functional Machine and Define
area Network I/F —#=|  Protocol -
Architecture
Define
| System
Datermine Architecture
= Alternative |—jm-
Solutions
Identify "
» Risks
Perform
Modeling [~
-
> . ) Davelop )
@ Prototypes
| >




SYSTEM DEVELOPMENT ARCHITECTURE PART 2

Define
System
Architecture

Develop Software
Requirement
Specification(s)

Define
System
Architecture

Parform Develop data Develop
functional flow diagrams Detailed
D:::;:I:;—.Esiﬂ::n - for each SW — Process
Compo Componant Descriptions
Perform
functional H[f::ﬂ:pﬁ
—=| Decomposition [—j- Requirement
for each HW Specification(s)
Component
Perform functional
oLt Develop Interface
Decomposition for || Requirement
communications Specification(s)
Protocols
_ Develop
Dﬂ?ﬁ:::ml:";ﬂlﬁz_ documentation
@ Human-Machinea dﬂta;-i;nn?:tﬁrmn
Interface(s) validations, etc.




TYPICAL ENGINEERING PROCESS FOR COMPLEX SYSTEM

NO
te Defi Develop Devel
Enszﬁeer:i]n Fun ctlirt;:enal system Successiul Define Syste‘:!: Successful
Pgr - g Baseline Specifications | SRR System - Deslan SAR
Begin for System & ng_;h Level Completion /YES Architecture Documants Completion
Requirements
NO YES
#‘ NO NO
Support/
Define Support! Successful Review Successtful
Detailed HWISW High PDR HWIsW CDR
YES
Reqguirements Level Design Completion Detailed Completion
Design
YES
Unit s £ System
. ystem . ngineering
Implemem:‘atlm ——f- Integration Installation Process
and Testing
End
SRR = Sysiam Requiraments Review
SAR = Bystam Architecture Review
SDR = System Detailed Requiremenis Review
FDR = Preliminary Design Review
CDR = Critical Design Review
ORR = Dperational Readiness Review



COMPLEX SYSTEM ENGINEERING

System Testing
SRR SAR SDR PDR CDR ORR
| il il .l. .l. .L Customer
Acceptance
System System Detailed Design Implementation, System Procedure Formal  Testing
Definition Architecture | System Tes! Hanning & Procedure Integration | Verification & | Testing
Definition Design Generation) Dry Run
Front-End System Design System Design Implementation
+ System High Level » System Architecture = Software Detailed « Software Test Plans &  « Software Test Results
Requirements Specification Requirements Specification Procedures « Hardware Test Resulis
Specification « System Functional + Hardware Delailed s Hardware Test Plans & « Communications Test Resulis
+ System Concepl Description Requirements Spacification Procadures » Human-Machine Test Results
Description Document « Interface Requirements « Communications Tesl  « Security Test Results
Document + Trade-off Analyses Specification Plans & Proceduras  « Integration Test Resulis
+ Human-Machine + Human-Machine Test
Requirements Specification Plans & Procedures
» Securty Requirements « Security Test Plans &
Specification Procedures
« Development Plan + Integration Test Plans &

Specification Procedures



SYSTEMS SECURITY ENGINEERING

Definitions: Systems security engineering is a
specialty engineering field strongly related to
systems engineering. It applies scientific,
engineering, and information assurance
principles to deliver trustworthy systems that
satisfy stakeholder requirements within their
established risk tolerance(NIST).
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